Abstract -Though cloud providers claim to provide a very high reliability, outages of few hours are not uncommon and may provide significant harm to the business operations of cloud customers. In addition to improving the reliability of the cloud infrastructure through redundancy and technical means, the cloud provider can protect itself from the damaging consequences of failures through an insurance policy. In this paper we propose a scheme to compute the fair premium for an insurance policy covering accidental outages of cloud services. The computation is based on the expected utility paradigm and employs a characterization of the outage probability distribution through its moments up to the fourth order. This allows a more accurate representation of the actual distribution than what the premium computation based on just mean and variance allows. The new computation scheme is applied to a Poisson model of outages to show the difference it implies with respect to the mean-variance approach.
I. INTRODUCTION
The cloud has become an essential component of our activities, serving our storage needs in most cases [1] , [2] , [3] , but also allowing us to perform computations outside our limited computing environment [4] , [5] , [6] .
Though there are several adoption factors to be considered [7] , [8] , the economic rationale is possibly the most important one, since the adoption of a cloud infrastructure allows to change the cost composition, switching most costs from CAPEX to OPEX [9] .
However, despite the relevance of the economic component in the adoption of cloud, and the related importance of prices [10] , [11] , an immediate runner-up in the set of relevant factors is the quality that the cloud provider is able to offer. The foremost parameter to measure the quality of a cloud is its availability [12] , which is included in practically all Service Level Agreements (SLA), i.e. the contractual documents that provide guarantees on the quality of cloud providers' services to end customers [13] , [14] , [15] , [16] , [17] , [18] [19] , and several methods have been proposed to perform a correct estimate of the availability [20] , [21] .
In any case, if the cloud provider violates the availability SLA and be subject to penalty. Though the cloud provider may devise its penalty policy to minimize the damage to its profit [22] , the compensations it may be called to pay may significantly affect its economic balance.
In order to avoid significant losses, the provider may act in two ways (also concurrently):  improving the reliability of its infrastructure (see, e.g. [23] , [24] , [25] , [26] , [27] ),  protecting itself through an insurance policy. The latter approach has been pursued, e.g., in [28] , where a formula based on the expected utility paradigm has been proposed to set the insurance premium. That formula is based on the first two moments of the probability distribution of the loss, i.e., its mean and variance. Since all two-parameters probability distributions may be fitted to a given couple of mean and variance values, that formula may neglect specific features of the distribution.
In this paper, we adopt again the expected utility approach to set the insurance premium, but propose a more accurate formula that takes into account not just the mean and variance, but also the third and fourth moment of the loss. Our main results are:  the premium formula is more accurate than the meanvariance, since it is based on a more accurate description of the loss statistics;  for the case of an outage phenomenon described by the Poisson process the premium is proportional to the average number of failures;  the premium is higher than that resulting from the meanvariance approach. The structure of the paper is as follows. We start by deriving the premium under the new, more accurate approach in Section II. In Section III, we describe the most relevant models to describe the availability of a cloud. In Section IV, we finally apply the new premium expression to the Poisson case.
